@startuml 7—HEE_[RBERMET—5_RH9EE (NGST)
autonumber

title T—AMG_RERMT—H_ZFIH (NGSI)

box T—RRIREIRE #ffffff
actor "T—AZ{EE\n (FF9Y)" AS T-AZEE
participant "5{H&E{]\nWebApp"” AS webapp
end box

box T—AZMEEIRDA #eoffe9
participant "JRDA\nAL V" AS ZEEEA Y
participant "FREEI/F" AS ZHEEEREEIF
participant "FEEE\nI/F" AS ZEEAXREFEIF
participant "T—H3ZM\nI/F" AS ZHEHET—ATMIF
end box

box FEFRRAT-SEHEERT XM #foddf9
participant "EBREU—/\" As FBEEH—N
participant "OY—Yav\nH—EA" As OF—Y3Y
participant "REEE" AS REEE

end box

box TF—HRHEIRDS #eoffe9
participant "T—A3#\nI/F" AS IRHtET—IZHRIF
participant "JRDA\nAL V" AS BEEAY
participant "FEEEME\nI/F" AS RHEEXEESHIF
participant "EBRII/F" AS iRtEERAIIF

end box

box T—RRWMERE #ffffff

participant "EBRE[Y—/)\" AS ERA[H—N

participant "T—AE®E\n (NGSIH—)\)" as T—HEHE
end box

T—HZEE -> webapp++ : HUFHERT—EIR\n (UY—AURL,\n FEBEEF—DV)
activate T—3ZEHE

webapp -> REEE A V++ 1 **¥[NGSI]**\nT—HENE\n (JY—AURL,\n UY—RRHF
ER &k AI1F, \n DATA-EX1—HID(IR#£E), \n NGSIA T3, \n EREEF—DY)

ZHEBAMY -> ZEBHFEIIF++ : BEEMDVUKREI\n (FBEEM—DV,\n Z4EEFIRDA
ID,\n BFIEAE)

SRBEREIF -> BBIEY—)\++ : EBEEM—DVIREE\n (RREEM—DV,\n ZEFIRDA
ID,\n EFiEHEF)

return F=DU1E#H,\n (DATA-EX1—HYID(ZF{EHE))

note right: RFC7662 (OAuth 2.0 Token Introspection)\nt—DVHETEIS
& (active:false)lZI5—&RT

return F—=HV1E#\n (DATA-EX1—HID(Z$EHE))



§ﬁﬁ%‘)‘4‘/ -> AT—Yav++ - BHEOT—YaViERENE\n (DATA-EXJRDAID (24
))
return IEHEBEBOS—DaVERHR\n (REFIRIIDTPIEAURL)

ZHEEAMY -> ZEBTHAXMIF++ : BT \n (YY—AURL,\n JY—I12#
FEEHAF, \n BEHEIRDIOPHLZAURL, \n EEF—5Y,\n NGSIZATaYV)
SEET-ITHRIF -> BHUEBT—HTHMIF++ : BET—SEE\n (JY—AURL,\n Y
—ARMFEEBAF, \n BEEF—DY,\n NGSIATVI3V)

REET-IKMIF-> REEAV++ 0 BT -SERB\n (UY—AURL,\n Y- 4
FERHAF,\n BBEEF—DV,\n NGSIZTVaY)

REEAMY -> REBEZETIF++ : BRI M=DVEEFE\n (BBEE MY, \n DATA-EX1—Y
ID(REEE), \n BREFIRDAID, \n BEFIIHEF)

RHEEZETIF -> BAY—)\++ ¢ BRI F=DIUEF\n (BEE =DV, \n DATA-EX1—Y
ID(REE), \n RBEFHIRDAID, \n EFIIHEF)

return EBR[ F—DUFEIT\n (BBR ;DY)

return R F—DYFEIT\n (BBA DY)

REEAY -> REHEAIF++ . BA[HESE\n (BRI DV, \n DATA-EX1—HID(1Z
&), \n REFEIRDIID, \n BFEEBAZE, \n JY—AURL)

REEFRAIIF -> Bary—/\++ : BARER\n (FBW FDY,\n DATA-EX1—FID(IZ2#
#F),\n REHFEIRDIID, \n BFFEHAE,\n YY—AURL)

return EBAIHEERFER\n (AX51ID,\n RHWE, \n ZHEEY—EAURL)

note left BBA[Y—)\: ZHEDOLH., WINEEZEDRED

return EBAIHEERFER\n (AX51ID,\n HME, \n ZHEEY—EAURL)

REEAY-> THEE++ : [NGSI]\niZHET—SHRE (JY—AURL,\n NGSIZTY3V)
return [NGSI]\n JYTFAMEER(ISON)

RIUEEAIY -> RBIEEAMY : EEZHERTEES

opt EEZFZBRTENTrueDIHE

REEAMY -> REBEEETEIF++ : EEBEZH\n (DATA-EX1—HID(ZFEH)
:g\n I[:AT’/J\-EXJ—*J‘"ID(T%{;E%‘),\n?%ﬁ%%‘]*’)@m, \n X#EEFCEAYY—AID,\n
AL F=DY)

RUEEXEETEIF -> EETE+w : XEBEZH\n (DATA-EX1—HID(Z5EH),\n
DATA-EX1—HID (R E ), \niZHEIRDAID, \n THEHFDEH)Y—AID,\n I M—
D)

XEEH -> XEEHE . XEEREEHE

return : XEBREZRST TEM\n(KEEFELEHFH)Y—AID)

return : XEBREZHTTEM\n(XBEHZZLHH)Y—R1ID)

end

R ET-ARBIFAT—IEE—Y
return T—%Ff\n (QAYTFAMER (ISON),\n EHEELEEHYY—AID,\n KEE
HH—EAURL, \n DATA-EX1—HID(IZH#E))

'REETARBIFAT—AEA—-Y



return T—3Ef\n (AVTFAMEHR(ISON),\n KHEEEFELEZAYY—AID,\n KEE
TEH—EAURL, \n DATA-EX1—HID(I2{tE))

'SEEEAMINT—EEY -
return T—3Ef\n (AVTFAMFE(ISON),\n ZEEHELEHKA)Y—AID,\n KXEE
TH—EAURL, \n DATA-EX1—HID(I2{tE))

REEAMY -> ZEEREEEIF++ : REEEZEK\n (DATA-EX1—TID(ZEHE)
,\n DATA-EXI1—HID(IR{EE ), \n SEEHEIRDAID, \n KHEEHFELEZA)Y—AID,\n
SkEEEY—EAURL, \n BB FDY)

SZHEEEEEHIF -> XEEH++ : ZEBEZK\n (DATA-EX1—HID(ZEH),\n
DATA-EX1—HID(1R#tE ), \n FFEEHEIXVAID, \n TLRERLEHFHA)Y—AID,\n BIE+
—-bY)

kEER -> KEEHE . REEREZK

return : REBEEZHZSTTEA

return : REEEZLHZSTTEL

'WebAppA\T—AZYEI—
return F—5Ef\n (QVTFAMEH (ISON),\n ZHELFFLZA)Y—AID,\n KEE
Y —EAURL)

'T=RZEEANT—IEI—-Y
return T—8Ef\n (OVTFAMFTER(ISON),\n ZHEFEILEZA)Y—AID,\n KEE
Y —EAURL)

deactivate ZEEXEEEIF
deactivate T—AZMEH

@enduml



