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i]‘%éAPI%FJH%(LIDP(OpenIdConnectﬁi‘k)h‘b%ﬁénhwj’clI\ ARG I DHEREZ IR T D
SREE(CDOVWTIEORYA . DI HEEY —EAREDBIERDY —EXTT TLTVSHDEL.
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HEMIE
Fry =L
EFI[HEEE IDP FESEFT — S R ARIAE
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-APIZE1T &IBAPI
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WebAPIDEERIELTBearer-Only TO 7R ZBIIREUIE P VA NI &5 21T
BUFDOSSSAT5URFIBL. PILAN=I>0T771J&REE. Authorization BearerAwSDIREE%1TS

0SS3173Y : Keycloak Node.js Adaptor(keycloak-connect)
https://www.npmjs.com/package/keycloak-connect

FREET T : O—HJUAREE
TOEAN=I2T 1 IWS(23—X) (BRATEIWT(Zavh))

7A=Y ARGE

) IDP FOEAN=D> Authorization
Keycloak.js (VY—2AH—/\THEE S BKeyCloakiEf DI DR EEIR) (Keycloak) O—TIAREE BearerFry”

"realm": "demo-api", & APIALIE
"resource": "sample-rest-api",
"auth-server-url": http://172.17.0.2:8080/auth,

“bearer-only”: true,
“realm-public-key”: “XXXXXXXXXXXXXXXXXXXXXXX"

keycloak-connectiEEI&ER (1)
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WEIEUT, AT23> / 1-YERBIREU TUEEDKey / ValueZiBHN3 3

1) ={EEES

"cdldatamodelversion":"2.0",
“cdleventtype”:“Sent”, /] ARINIAT (ZB) : RISEEEFERS "Sent" 2 A
“eventkey”:"DDP-ID-001", // BRERDEBPMETBIAINI M- (AT>3> /1-HER)
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"cdleventtype":"Received", [/ ARINIAT (WA) : RIEEEEHR%RI "Received" 2 AN
“dataprovider”:“AAA-BBB”, // T—%X(EE (1BH#E) ID: IfRI5EEBOT—YREEIDEAS HATS2a> /1-Y-FH
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]
¥

11/ 26



1-2-1 REER GXEH FUjiTsu

T-ARMBEHSLUT —HRMEN SRIZEENSBEOREZHERTES (B BUSULT —IDEREZHEEUZV) #EEZEL. HDL
FENICHKEBRE (B HRHUIT —IDZDRDITHFBREZRETILILL) ZHER TS oMaeziR I

1) REEIDIRZR
BRENICREZEE I SIDCREEID/A R ND) THEDREREZIEEL. TNZERR[REVE—EDRE (RIHH3\IERT) ZHUSI S

2) eventkeyt&=z
Hwah— REERFEIDEERULEWVWI AT ARICREH T gEReventkey ((FB XX FS) ) #18TE 9 3L CRERROIEERMLEAHZIRE TS
[EFEEFRIFICIETE UlceventkeyZ)L— hMDIEEEL TIBEL. ENZIRRRELVE—EDERE (RIHAHIWIET) ZBISITS
eventkeylCHB DL — MDEREZIEEL. REFIRIRZEUS I3/, ElUeventkey TERIXZEDEESHZRUILEE . ETDRZED
EEMRAIENZB0DETS

Xeventkeylc DT
eventkey(IEEDEZIETERIGEL TN SATAT—EDEEL. COMBEERDIUL— MDIEFEF1DDHETS

12/ 26



1-2-1 REEE @eventkeylc&PEKEEEASIN  rulitsu

SRR CDDPYR 1 -HIDREEF AU TR ENTAER DeventkeyZIETESHE . v 1R— RRENSDRET —IDRZREBH(CTS
mi8FEI-2T7—-X
© BESIRAPIEIT/XEEEELR | [BEIEHR(CeventkeyZIETEL. REBEEZEIRTD
REEESY/(—APLE. eventkeyBIEDBICFIELR L \eventkey METESNIHIZE(FIA]). )L — NEREZERRU. eventkeyEIEDBICeventkeyESREEID/ L — My hCTIRE TS
REEESY/(-APLE. eventkeyEIEDBICeventkeyNMFE I 35S TYNTRESNISEEID/ I - MEUSTS
KREEIESY/(—APIE. cdipreviouseventsICREEID/ )L —MEIETEL. RERFEE SIS
@ ERFEERAPIEIT/ZEREER | BRIBRCOTERMNENREID%cdIpreviouseventsICIBEL. R{EREEEIRT 3 (Xeventkey2IBELRL\CL)

SREEEIRTY)(—API(Z. eventkey NRIEEDIBA. L — NEEOEIF4 T IBESNBEBRPcdIpreviouseventsh SEEE R4 =TI eventkey(dll FOIBZRES S
Q@ REEWMESRAPIZEST : eventkey. FIe(IREIDZIETEL. RET —IDRRERZEETZ(RE—HDH) [ DDPO#&#MFEURL(JY—AURL)
SREEIESY/N-APIE. URI/NSX—F(CeventkeyMEESNIHBS. eventkeyBEIEDBIC—E 9 2REIDZEVSL . IRREEH [BIREFLTREXRFE TS
[BEER. REWBAPIOLI-AT—A REMRSSAPITOHET—4 (IR DeventkeytUTIDDPO01 |A2I8ELIEBE)
4 =1 S R— REE . . =
Gl Jys k-t WS90 (REF—SORRRE) 1EhT -9
SREEF—50)
;E@D/%; | SEIEID?%E PN [——— TREEHOL— )
= = dataprovider:Att. datauser:Btt dataprowder:A?li\ datauser:Ctt
ORESRAPIRIT QEEESIRAPIET GREEHRZAPIEST SRIEID : history000 SRIEID : history100
/REEES R / REEEER eventkey:DDP001 eventkey:DDP001-C#t
(GREEID/3X(E) |
EESIRGREMEE) EEER(XEREE)
dataprovider:Att. datauser:Btt datapr;\;gjleg:Aﬁikdatggier:C?i
e — e FEID : hi FEID : history!
eventkey/REIDZ LT e:gi%tllggy REEIE S5v/{—-API ij;a?keC:SDtgggooll eventkey:DDP001-Ctt

yY eventdate:2023/10/01 . N
EREF—H0 R cdipreviousevents : history100

IRRIER

SEREID/ 3=

EREID/ZA= cdlpreviousevents : history000

= |
- NEESS =E 2E :
(MEID) FEEER FEESR RETEEAPL EERB(ERE) EERR(REEE)
s EEER dataprovider:Att, datauser:Bit dataprovider:A#t. datauser:Ctt
SR cdipfeviousevents cdipfeviousevents D o SRIEID : |f\.'l5t0"Y002 SREEID : hll.story012
(CREID/L=H) (CREHID/Z(E) BERGERe. HRRE) cdipreviousevents : history001 cdipreviousevents : history011

PHCABIRAEISER., HELTVARET, BEGRRRE T SIS HRIRHRNLE LS
SEEDEREKRT - IERULT —H%EUSIBH M2 LS BT RT ATPDED I ZDDP IDAEZHOF —TORREZBE
13/ 26

REEIE



1-2-2 EFIIHEEE OBEEHE FUjiTsu

PEREIRLEE

DERIT —EEY - EANSI AT AHDOE =BHENSFRITINLTLSAIPAE ZE IR I DHEEE. IRIINSDIETEICLDEFRULTLS
SERAE IR AN I HHEEEZ IR T 5. BAARIC(E. S AT LM TRITSNLTLSSEBAE ZDBICETRL . I8ESNIETLSEEAZE ZHUS/HIBR
I OREZ IR T D

- ST — B E,
I SRikRE i e O BEF A
== o Ry HRIBe (REROBFIR)
B FIHHEEE
HWEBS AT LRE
R{HAPI
BUFAPIE{RA S N
m Eﬁ?ﬁEE‘H% ]*‘09‘%55 EE'?ﬁEE‘HE
5 / et B
EE——— 327 IIMEBTRATUR . I
1 BTEMEERAPL s oling e EETs IDP;EE 'E.L;_?H;I;Eﬁlﬁa
=

HEEUVETFEREZEIG IS

2  ETFIEAEEISAPI JR5H4EE. IDPEHE

(StringziR#EN13 %)
3 ETREBNISAPL EELLBTIEELNGTS IDPiEitE IDP ETIIREEE
Zv){—API
JHIZ NTESIEZIIES ZONBZAStringziZiN 93, VICAN=T>

AR5 EFIRE SEOAE
B5 G- BE Son

BFIAEEE

14/ 26



1-2-2 EBFiIASEE QaASIEE FujiTsu

SERAZE LT, AT DX509 V3ZBTEL. SIAEZEEIT S ‘
EAZH(C(X. PEM(Privacy-Enhanced mail)fzzté LT, DERTI>O—RUN\A Ml%EBase64I> - RURTFA D £ TEAYS (-
--BEGIN{label}-----). 7Y% (-----END{label}-----) CEIATL 7/ I ZI8TFE TS

8% X509 V3DEIHETA—yh
lwlw ' Je _______J= | |

1 Certificate TBSCertificate SEREOAE TBSCertificate SEREOAE

(FEFAEZAK) -

signatureAlgorithm E27INTVZ L AlgorithmIdentifier
3 signatreValue B4 BIT STRING
(o (w0 J&s ] 2 &=

1 TBSCertificate Version N=>3> EXPLICIT Version DEFAULT v1

(FEFAEOANTE)
2 serialNumber STINES CertificateSerialNumber
3 signature EB27INTVZ L AlgorithmIdentifier
4 issuer FITE Name B2AEDHBS. subjectt AU
5 validity BRNEARR Validity
6 subject ERE Name
7 subjectPublicKeyInfo N;:E SubjectPublickeyInfo
8 issuerUniqueKey FATE BT IMPLICIT Uniqueldentifier OPTIONAL,

. -- If present, version MUST be v2 or v3
9 subjectUniqueKey FARE BT
10 extensitons /N IMPLICT Extensions OPTIONAL, NIFRALEEBAE DB S,
-- If present, version MUST b3 v3 subject alternative namesldZZTHEE
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SERAZHIFR(IDBOE 2% s, SIBAZIDN SRS ZHIPR I S1kEEZ IR TS

Ffe. SEL GERZEOFRITZITNRV. SEBAE RIS FIRHLA

16/ 26



1-2-2 EFIIASEE @SS X FUjiTsu

SEREE R
SEEAZEEIRAPITRIMRDOPEMAZ N DEEBAE (X FH) 2 &R T B IRV (CGGEEAZERITHEREL DI G H
SEBAZEDOI7AIVIBIRICHNZ . BLTFDLS72X509 V3Dsubject|Fiz DBICASIATEALICLTHL
SB(C. IIVFRALEEBAZEDIERR B RIEX . Subject Alternative Names(SAN)DHEHET 3

EEBIBIBIMEL TN B, LU OISR TSR BAER (LA

o (we e [ | s
1 TBSCertificate/ CN JE2F—A www.dataex.co.jp
subject
2 ou BB Sales Department
3 (o] piztiez de limited
4 L DELIESES Kawasaki City BCiAEZEDHRE. subjecteEU
5 ST BRI Kanagawa
6 @ E& JP
7 emailAddress st detarou@mailaddress.co.jp
8 TBSCertificate/ CN EESZ SN www.dataex.co.jp
subject alternative
9 names(san) ou il Sales Department
10 (] piztiiez de limited
11 L DEIESES Kawasaki City
12 ST HERFREZ Kanagawa
13 © E& JP
14 emailAddress HERESRI T detarou@mailaddress.co.jp
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RIS Data e-TRUST API hSZ NS —)UERR
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OBHIEZE
@OHolder X ET-YDEIEHZIBR T BIH(CFEEAZEFITIEZE (Issuer)(C
F—A1REE /¥ (Holder) B CB R AIE#RIT2KFEIT D

@lssuer : KFEICIGUCTERADIAEZFRITID e T ol T ey
i
7 [©F)-SH
OF —9R(E/R1EK BIRIER r -1-41D wE mEry
=R - EIER oimmE | CPIBEER (=ET—9)

PENER etc . Seghum | MMET—Y etc | |

@Verifier : F—4%%EE/{EE(Verifier)i'HolderlcT —5iXE&KFET S
@HOlder . %ﬁ"](:%‘/{"}éntéEﬂﬂgﬁ*UﬁHUE{E?—Q(@éﬂfi‘T%;‘—g) OF —%f=

(=&t 593 QHEF J { SirfET PITE @ISR
(Holder(&>— It 5B (C RS A NS —)VIDZEZITERD) -
®Holder : ZEET—%E. FSARS—ILID% VerifierlX(ET3 ailials
®Verifier : ZEUET—H. FSAR —=IVIDISS—)LOBEIEMHZIREET S -

Wallet P Wallet P52 Wallet
(Issuer) = (Holder) = >~ &% | (verifier)

)
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1-2-3 BEFEXAEE @ERMGEIAS

BEFELEMITHRAeRAE RESFE (@FE2~35)
RHIESZ : 10 (BIBMEEICHM LRI THEURHITH)
=>—fRMR3FEICEDED
(2023.06.29 https://www.cloudsign.jp/media/electronic-signature-
deadline/)

o)
FUJITSU

EXRIAE
ERREIASELT, ToFEikezEEd3
SEBAEBIRICINZ. Data e-TRUSTIREOIEHEU CEEBAZEDERIEHELL TIKind .
SERATSRICHT I 2 BEIB#RZ A D RIRER [ Attribute 12 BLET

S H %PEI B —- o
(BC)IIAEEHR I5H
idi . 255hE]
valldity e ) _ Validity £ MR RAPIRITENS3
L not_after LR THE (Required)  FTHENEE
Issure P RATE Issuer B2 IR BERAPICISES S
Holder : WL () 2 O (Required) EBEOFTELBZREID DSA B
{H5515%8 (Data e-TRUST JMESIRIEH) Holder 22 FIRE/ERAPITISEY S . B
and EEEEEEET(E%BZ?FU) ’ O (Required) FEBABOEHBEORIEID i
Attribute SERREEMIBIR (EEOAT ST NEEE) . —
4 O ?(I)np(ii on) iﬁggﬁgﬁ ERRAPITIRES S BudgetMeeting Null
{
“ApprovalDate”:"202
5 o Attribute B2 FEAZE/ERRAPITIEE S S 3/10/10 10:00:00” Null
(Option) EBOXFF “Meeting”: “2023th u
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SIS EEAA-Y EIEEA
_ (BC)sIHE (BC)IRE (BC)inE
sFHRZE Issure :A#t Issure :A#t Issure :A#t
(A-B*j:) Holder :B#t Holder : Bt Holder : Bt o4
Validity :2023/10/10~ Validity :2023/10/9~ Validity :2023/10/8~
_ (BC)iHE
HIL e Issure :A

_ Holder :C
(A-C#t) Validity :2023/10/10

Sy — = —_s Holder. IssuerOfEEHDSI5RFTOIEAZSZEUS
> = IAFRRES OPAIEPLIEA X~ o ssHer ™ i Holder(B#t). Verifier(C#t)ht
S5 FRFEAIRER S — )L 2B
TRX— = S N AL j—
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