@startuml F—SWMG_RERHET-HS_ZHF (EXAT-HEEER)

autonumber

title T—3MIF_RERMT -I_ZA (EXRATIEHEER)

box T—RRIREIRE #ffffff
actor "T—AZ{EE\n (FF9Y)" AS T-AZEE
participant "5{H&E{]\nWebApp"” AS webapp
end box

box T—AZMEEIRDA #eoffe9
participant "JRDA\nAL V" AS ZEEEA Y
participant "FREEI/F" AS ZHEEEREEIF
participant "FEEE\nI/F" AS ZEEAXREFEIF
participant "T—H3ZM\nI/F" AS ZHEHET—ATMIF
end box

box EXRATMEEERT XM #foddf9
participant "EBREU—/\" As FBEEH—N
participant "OY—Yav\nH—EA" As OF—Y3Y
participant "ZHEE" AS THEHE
participant "JEEFHE" AS KEFE

end box

box T—HRHEIRDS #eoffe9
participant "F—AZH#\nI/F" AS R{LEETFT—HIZHIF
participant "JRDA\nAL V" AS RBEFAY
participant "FEEEME\nI/F" AS REEREEEHIF
participant "FER[I/F" AS 1ZHEHFERIIF

end box

box F—HRHEREE #ffffff
participant "EBR[U—/)\" AS EBE[H—)\
participant "T—AEHE" as TAFH
end box

T—R%4EE -> webapp++ : IR RT—ER\n (UY—AURL,\n BEE DY)
activate T—H9Z{EE

webapp -> RFEEAM V++ : \nT—2EEF\n (VY—AURL,\n VY—AIZHtF A+,
\n DATA-EX1—HID(R4#tF),\n BELF—DV)

ZHREAMY -> ZEEDREIF++ : FBELMDUREE\n (BREEF—DV,\n ZEEFIRDA
ID,\n EFIIAE)

SHREEEIF -> BEEY—)\++ : BBEEM-DVIREE\n (FREEM—D,\n ZEHFIRDA
ID,\n EFIIAE)

return F—=HV1E#\n (DATA-EX1—HID(ZEHE))

note right: RFC7662 (OAuth 2.0 Token Introspection)\nbt—=DUHETEHIVG
& (active:false)l3IS—&ERT



return F=DV1F8\n (DATA-EX1—HID(Z{EE))

§ﬁﬁ%‘>"f‘/ -> AF—Yav++ « REEOT—2aVEHMEF \n (DATA-EXI1—HID(IR#E
))
return REEOT—VaV1EE#H\n (REFIRDIDPHEAURL)

RREMY > REETHIKBIF++  RETAEE\n (UY—AURL,\n JV—-21R{#H
FEHEAF, \n REFIRXRDIDFILAURL, \n BREF—DV)

RRETHZWIF -> RUBTFIZMB@IF++ . RET—IIWE\n (JY—AURL,\n )V
— AR FBEAF, \n BREEN—DY)

RUEFT-HZMIF-> REFAV++ : BHEHT-IEWFB\n (VY—AURL,\n J)Y-2IRH#
FEHEAF,\n FBEEM—DY)

REEAY -> RBEEFEQAIF++ : FBal M—DOVEE\n (BBEEF—DV,\n DATA-EX1—Y
ID(IRHEE), \n BHEFIRDAID,\n EFIIRE)

REHEZEAIF -> BaY—)\++ : Br DIV E\n (BEEF—DV,\n DATA-EX1—Y
ID(IRHEE), \n BHFIRDAID,\n EFIIRE)

return FBR[ F—DVFIT\n (BRI DY)

return EEA F—DVF1T\n (BRI DY)

REEFAY -> REFETIF++ : FEr[#EE\n (BT =DV, \n DATA-EX1—HID(12
&), \n REFEIRDFID, \n BEFEEBAE, \n JY—AURL)

REEFREIIF -> BalY—)\++ : Bal#E\n (BEW =DV, \n DATA-EX1—HID (2
&), \n BEEFEIRDAID, \n EFEEHAEF,\n YY—AURL)

return FRAHEFRIER\n (EX51ID,\n 2HHEE,\n ZHNEET—EAURL)

return EBAIHEERFER\n (AX51ID,\n HME, \n ZHEEY—EAURL)

REEAMY-> T—2EE++: \nigHt7—3M&F (JY—AURL)
return \nJ774JL(CSV, GeolSON, etc)

REEAY -> REHEEXETEIF++ : TEH/BEH GE(E) \n (DATA-EX1—HID(IR
f#£E),\n DATA-EX1—YID(ZHEHE),\n HEIID,\n /\WYa{E,\n ZBHEBEY—-EA
URL,\n ZBEEF—DY)

RUEBEXEETHEHIF -> 2HTE+ : T-0AEEM\n (DATA-EXI—HID(IRHFE) ,\n
DATA-EX1—HID(ZHEE),\n EEIID,\n /\YYa{E,\n FREE MDY, \nZHEEAPIF
ZHEE -> BHNEE . THE
return GEHISE TIHE)

return GEHISETHE)

REEAMY -> REEBEXEETEIF+~+ : XEBREZHK\n (DATA-EX1—HID(ZFEH)
,\rll DATA-EX1—HID(RtE), \niR Mt F IR DAID, \n ZIEEHEEEEHY)Y—AID,\n 2

5ER—DV)

RMERETHEHIF -> KEEE+ : XEBEEZEE\n (DATA-EX1—YID(ZHEH),\n

gATA-Ex:L—b‘“ID(T%ﬁE%‘),\n?%ﬁ%%‘]*’)@m,\n RHEERREEAYY—A1D,\n ZEEF—
V)

XEEH -> EREHE . XEERZRH



return : EEBEZHZETEM\n(XHEEECEAYY—RID)
return : XEEEEEST TEI \n(ZEEKELEH)Y—AID)

RHET-AXBIFAT-AEA—Y

return F—83%4\n (774JL(CSV, GeoISON, etc),\n X{aFEiFE42AHY)Y—AID,\n
KEEEY—EAURL, \n BX5|ID,\n ZHFE,\n ZHEEY—EAURL, \n DATA-EX1—
FID(REHE))

'S EETARBIFATIER—Y

return T—%%fH\n (771)L(CSV, GeoISON, etc),\n HE#ESLEEAYY—ARID,\n
KEEHEY—EAURL, \n ER51ID,\n IR, \n RHEEY—EAURL, \n DATA-EX1—
FID(RHEE))

'SEBAMINTHE)E—Y

return T—%3%fH\n (774 (CSV, GeoISON, etc),\n ZHFEHFESCFZAYY—AID,\n
KEEEY—EAURL, \n BX5|ID,\n ZHFE,\n ZHEEY—EAURL, \n DATA-EX1—
FID(RHE))

ZEBAMY -> ZEEEREEEIF++ : T—3ZEBEM \n (DATA-EXA—HID(ZEE)
,\n DATA-EX1—ID(Z##E),\n BEIID,\n /\WIafE,\n ZHEEY—EAURL,\n &
iEk—DYV)

ZEEREETHIF -> Z2HNEHE+« : T3ZEEM\n (DATA-EX1—HID(ZEHE),\n
DATA-EX1—HID(IREEE ), \n HBIID,\n /\wYafE,\n SBEEF DY, \nZHEFEAPIFT
LHEE -> ZHNEER . THLE
return GEHSETIHE)

return GEHISETHE)

REBEMY -> REEXREEEIF++ : ZEBREZH \n (DATA-EX1—TID(ZFEH)
,\n DATA-EX1—HID($#tEF ), \n ZFEEIRDAIID, \n TR EKH)Y—AID,\n
RS Y —E AURL, \n SREE DY)

THEERBEERIF -> KEEH++ : ZEBEZFK\n (DATA-EX1—HID(ZEE),\n
DA};’A-EXJ-"fID(TiE'EﬁIE%'),\n ZHEEIRDAID, \n XHEHFEILEZHYY—AID,\n BELEF
XEEH -> EREHE . ZEERZRHR

return : REEEZLHZSTTER

return : REBEEZHZSTTEA

'WebAppA\T—RZE)Z—Y
return T—%3%fH\n (771 (CSV, GeoISON, etc),\n HEHESLEEAYY—ARID,\n
EEEEY—EAURL, \n BR51ID,\n 2FEE,\n ZHEFEY—EAURL)

'F—RBEEAT—REYR—Y

return T—%3%fH\n (771JL(CSV, GeoISON, etc),\n HEHESLEEAYY—ARID,\n
EEEHEY—EAURL, \n EX5|ID,\n 2#IRE,\n ZKWEEY—EAURL)

deactivate T—HZ4EHE

@enduml



