@startuml F—AE#G_RERMT—H_2#H (NGSI)

autonumber
title A& _BERMT—5_249%F (NGSI)

box T—RRIREIRE #ffffff
actor "T—AZ{EE\n (FF9Y)" AS T-AZEE
participant "5{H&E{]\nWebApp"” AS webapp
end box

box T—AZMEEIRDA #eoffe9
participant "JRDA\nAL V" AS ZEEEA Y
participant "FREEI/F" AS ZHEEEREEIF
participant "FEEE\nI/F" AS ZEEAXREFEIF
participant "F—H43#E\nI/F" AS ZEEHT—HTHIF
end box

box EXRATMEEERT XM #foddf9
participant "EBREU—/\" As FBEEH—N
participant "OY—Yav\nH—EA" As OF—Y3Y
participant "ZHEE" AS THEHE
participant "JEEFHE" AS KEFE

end box

box T—HRHEIRDS #eoffe9
participant "F—AZH#\nI/F" AS R{LEETFT—HIZHIF
participant "JRDA\nAL V" AS RBEFAY
participant "FEEEME\nI/F" AS REEREEEHIF
participant "FER[I/F" AS 1ZHEHFERIIF

end box

box F—HRHEREE #ffffff

participant "EBR[U—/)\" AS EBE[H—)\

participant "F—H% ¥ \n (NGSIH—/V)" as T—HEHE
end box

T—R%4EE -> webapp++ : IR RT—ER\n (UY—AURL,\n BEE DY)
activate T—H9Z{EE

webapp -> ZIEFEAU++ : **[NGSI]**\nT—RER{F\n (YY—2AURL,\n YY—ARHF
EREFIF, \n DATA-EX1—HID(RHE), \n NGSIAT Y3y, \n EBEEF—DY)

ZHREAMY -> ZEEHREIF++ : FBELMDVREE\n (BREEF—DV,\n ZEEFIRDA
ID,\n EFIIAE)

SHREEEIF -> BEEY—)\++ : BBEEM-DVIREE\n (FREEM—D,\n ZEHFIRDA
ID,\n EFIIAE)

return F—YV1E#R\n (DatDATA-EXaEX1—HID(Z{EHE))

note right: RFC7662 (OAuth 2.0 Token Introspection)\nb—DUHETEHIVG
& (active:false)lFI5—&ERT



return F=DV1F8\n (DATA-EX1—HID(Z{EE))

REEAMY -> OT—Yav++ . RBEEBOTF—VaVEHRIE\n (REFIRDAID)
return IEHEBEBOS—DaVERHR\n (REFIRIIDTPIEAURL)

ZHEEAMY -> ZEBTHAXMIF++ : BT \n (YY—AURL,\n JY—I12#
FEEHAF, \n BEHEIRDIOPHLZAURL, \n EEF—5Y,\n NGSIZATaYV)
SEET-ITHRIF -> BHUEBT—HTHMIF++ : BET—SEE\n (JY—AURL,\n Y
—ARMFEEBAF, \n BEEF—DY,\n NGSIATVI3V)

REET-IKMIF-> REEAV++ 0 BT -SERB\n (UY—AURL,\n Y- 4
FERHAF,\n BBEEF—DV,\n NGSIZTVaY)

REEAMY -> REBEZETIF++ : BRI M=DVEEFE\n (BBEE MY, \n DATA-EX1—Y
ID(REEE), \n BREFIRDAID, \n BEFIIHEF)

RHEEZETIF -> BAY—)\++ ¢ BRI F=DIUEF\n (BEE =DV, \n DATA-EX1—Y
ID(REE), \n RBEFHIRDAID, \n EFIIHEF)

return EBR[ F—DUFEIT\n (BBR ;DY)

return R F—DYFEIT\n (BBA DY)

REEAY -> REHEAIF++ . BA[HESE\n (BRI DV, \n DATA-EX1—HID(1Z
&), \n REFEIRDIID, \n BFEEBAZE, \n JY—AURL)

REEFRAIIF -> Bary—/\++ : BARER\n (FBW FDY,\n DATA-EX1—FID(IZ2#
#F),\n REHFEIRDIID, \n BFFEHAE,\n YY—AURL)

return FBRAIHERE R \n (E5IID,\n BHHE,\n ZHEEHY—EAURL)

return FERAHEFRIER\n (EX51ID,\n 2HHEE,\n ZHNEET—EAURL)

REBEAD-> THEE++ : [NGSI]\niRHtT—3EF (JY—AURL,\n NGSIZAT3V)
return [NGSI]\n JVFFAMEER(ISON)

REEAMY -> REEEREEIF++ : T—0XEEH \n (DATA-EX1—TID(ZEH)
,\n DATA-EX1—HID($R#tE ), \n EX5IID,\n /\vIafE,\n BBEEF—DV)
RUEEERETEIF -> YTFE+ : THEEBEHA\n (DATA-EX1—HID(Z{EH),\n
DATA-EX1—HID(IRHEHE ), \n ERSIID,\n /\YYafl,\n BBEE PPV, \nZHEEAPIT
LHER -> VYNEE : 7HIE
return GRHISETE)
return GEHISE TIHE)

REEAMY -> REBEEETEIF++ : EEBREZH\n (DATA-EX1—HID(ZFEH)
,\rll D}JATA-EXJ-*J‘“ID(T%(#%‘),\n?%#%‘]*’)@m,\n REEREFEA)Y—AID,\n &
ik h—=5)

RUEEXEETEIF -> EETE+w : XEBEZH\n (DATA-EX1—HID(Z5EH),\n
DATA-EX1—HID (IR E ), \niZHEIRDAID, \n THEFDEA)Y—AID,\n I F—
D)

XEEH -> XEEHE . XEEREEHE

return : XEBREZRST TEM\n(KEEFELEHFH)Y—AID)

return : XEBREZHTTEMN\n(XBEHZZLHGH)Y—-R1ID)



R ET-ARBIFAT—RE)E—Y

return T—%Ff\n (QAYTFAMER (ISON),\n EHEELEEHYY—AID,\n KEE
Y —E AURL,\n ERBIID,\n Z2HIWEE, \n ZHEEH—ELAURL, \n DATA-EX1—HID(
RHE))

'REETIRBMIFAT 'Y —Y

return T—33E A \n (AVTFAMEER(ISON), \n ZHREFEILHFHIY—AID,\n XEE
HH—EAURL, \n ERSIID,\n BMARE, \n ZHEEY—LAURL, \n DATA-EX1—HID(
=RIE))

'SREEAMINT RV

return F—3%&ff\n (IVTEFAMER(ISON), \n FMEMHELFEAYY—RID,\n KEE
HH—EAURL, \n EXBIID,\n HIMIE, \n ZHEEY—LAURL, \n DATA-EXT—HID(
REE))

ZEBEMY -> ZEEEEEEIF++ : T—AZEE\n (DATA-EX1—HID(ZMEE)
,\n DATA-EX1—HID(IREEE ), \n EBIID,\n /\WwYa{E,\n ZHEEY—LAURL,\n 2
ik b—DY)

ZHEEXREETEHIF -> 2HEBE+« : T-3ZE &M \n (DATA-EX1—HID(ZFEH),\n
DATA-EX1—HID(1RHEHE ), \n EBIID,\n /\wafE,\n 25 F—DY, \nZHEEAPIF

)

LHEE -> RHNEE . THE
return GRHISETE)

return GEHISE TIHE)

REEAMY -> REEREEEIF++ : REEEZEE\n (DATA-EX1—TID(ZEHE)
,\n DATA-EXI1—HID(IR{EE ), \n SEEHEIRDAID, \n THEHFELFZA)Y—AID,\n
SEEEEY—EAURL, \n BB FDY)

SZHEEXEBEEHIF -> XEEH++ : ZEBEZR\n (DATA-EX1—HID(ZEH),\n
DATA-EX1—HID(R#HF ), \n ZEHEIRDAID, \n XHEHFELERKAYY—AID, \n FBEEH
—-bY)

kEER -> KEEHE . REEREZK

return : REBEEZFRTTEH

return : REEEZLHZSTTER

'WebAppA\T—AZYEI—
return T3 fH\n (QAYTFAMEER (ISON),\n ZHEHELEARYY—AID,\n EEE
Y —EAURL, \n HR5|ID,\n L EE,\n RHEFEY—LAURL)

'F—AREEEAT—IEYA—Y

return T3 fH\n (QAYTFAMEER (ISON), \n ZHEHELEARYY—AID,\n EEE
Y —EAURL, \n HR5IID,\n L EE,\n LHEFEY—LAURL)

deactivate T—HZ{EHE

@enduml



