@startuml F—SRMG_RERHET-HS_ZHK(EXAT-HEEER)

autonumber

title T—3MIF_RERMT —F_ZHR(EXRATIEHEER)

box T—RRIREIRE #ffffff
actor "T—AZ{EE\n (FF9Y)" AS T-AZEE
participant "5{H&E{]\nWebApp"” AS webapp
end box

box T—AZMEEIRDA #eoffe9
participant "JRDA\nAL V" AS ZEEEA Y
participant "FREEI/F" AS ZHEEEREEIF
participant "FEEE\nI/F" AS ZEEAXREFEIF
participant "T—H3ZM\nI/F" AS ZHEHET—ATMIF
end box

box FEFRRAT-SEHEERT XM #foddf9
participant "EBREU—/\" As FBEEH—N
participant "OY—Yav\nH—EA" As OF—Y3Y
participant "REEE" AS REEE

end box

box TF—HRHEIRDS #eoffe9
participant "T—A3#\nI/F" AS IRHtET—IZHRIF
participant "JRDA\nAL V" AS BEEAY
participant "FEEEME\nI/F" AS RHEEXEESHIF
participant "EBRII/F" AS iRtEERAIIF

end box

box T—SRMEFIRIT #fFffff
participant "EBR[Y—/\" As FEBR[H—)\
participant "T—AE®E" as T-HEH
end box

T—HZEE -> webapp++ : HUFHERT—EIR\n (UY—AURL,\n FEBEEF—DV)
activate T—3ZEHE

webapp -> ZIFEEA V++ : \nT—3E#E\n (VY—AURL,\n YV—AIRHEF BHAIF,
\n DATA-EX1—HID(Z##E),\n BBEEF—DY)

ZHEBEBAMY -> ZEBHFEIIF++ : BBEEMDVUKREI\n (FBEL MDY, \n Z4EEFIRDA
ID, \nEFEEAE)

SRBFREIF -> BBIEY—)\++ : BBEEM—DVIREE\n (FRBEEM—DV,\n ZEFIRDA
ID,\n EFiEHEF)

return F=DV1EH,\n (DATA-EX1—HID(Z{EHE))

note right: RFC7662 (OAuth 2.0 Token Introspection)\nt—HDVHETEIS
& (active:false)lZI5—&RT

return F—DV1E#\n (DATA-EX1—HID(ZEHE))



REFEAMY -> OF—Yav++ : BHEOTF—YaVBHRIE\n REFIRDAID)
return REEOT—VaVEEH\n (REFBIRDIDPHEAURL)

RREMY > REETHIKBIF++  RETAEE\n (UY—AURL,\n JV—21R{#
FEEAF, \n REFIRXRDIDFILAURL, \n BREF—DY)

RRET-HZWIF -> RUBTFIZMB@IF++ ¢ RT3\ \n (JY—AURL,\n )V
— AR FBEAF, \n BREEN—DY)

RUEFT—HZHIF-> REFAV++ : BHEHT-IEWFB\n (VY—AURL,\n J)Y-2IRH#
FEHEAF,\n FBEEM—DY)

REEAY -> RBEFEQAIF++ : FBal M—DOVEE\n (BBEEF—DV,\n DATA-EX1—H
ID(IRHEE), \n BHEFIRDAID,\n EFIIRE)

REFEZBAIF -> BaY—)\++ ¢ BRI DV E\n (BEEF—DV,\n DATA-EX1—Y
ID(IRHEE), \n BHEFIRDAID,\n EFIIRE)

return SBR[ F—DVFIT\n (BRI DY)

return EEA F—DVF1T\n (BRI DY)

REEFAY -> REFETIF++ : FEr[#EE\n (BT =DV, \n DATA-EX1—HID({R
#tE), \n RHEEFEIRDAIID, \n BFEEHAE, \n UY—AURL)

REEFRBEIIF -> BarY—)\++ : Bal#E\n (BEW =DV, \n DATA-EX1—HID (2
#),\n B#EFEIRDAID, \n REFEEAEF,\n YY—AURL)

return FERAHEFRIER\n (EX51ID,\n 2HHEE,\n ZHNEET—EAURL)

note left BBA[Y—/\: ZHEDOLH. WINEEZEDRED

return FERAHEFRIER\n (EX51ID,\n 2HHEE,\n ZHNEET—EAURL)

REEAMMY > REEAMY :© TIXMFOVY-ARFRREEHER

REEAMV-> T—9BHE++: \nigt7—5EEF (VY—AURL)
return \nJ774JL(CSV, GeolSON, etc)

REEAMY -> REEAMY @ EEBRFRTEERESR

opt KEZEZFHRENTrueDIZE

REEAMY -> REEBEXEETEIF++ : XEBREZHK\n (DATA-EX1—HID(ZFEH)
,\rll DATA-EX1—HID(1RtE), \niR Mt F IR DAID, \n FIEEHEEEEH)Y—AID,\n 2

5ER—DV)

RUEERETEIF -> EEEE++ : XEBEEZESHK\n (DATA-EX1—YID(Z5EH),\n

gATA-Ex:L—b‘“ID(T%ﬁE%‘),\n?%ﬁ%%‘]*’)@m,\n RHEERREEAYY—A1D,\n ZEEF—
V)

XEEH -> EREHE . XEERZRH

return : XEBREZHTTEM\n(XBEHZZLHH)Y—R1ID)

return : XEBREZRST TEM\n(KEEFZLEHFH)Y—AID)

end

RHET-AXBIFAT-ARA—Y
return T—%3%fH\n (774 (CSV, GeoJSON, etc),\n ZHEHFESCEZAYY—AID,\n
SEFEETHY —E AURL, \n DATA-EX1—HID(I2#t%))



'REETARBIFAT—REYA—-Y
return T—%%fH\n (771)L(CSV, GeoISON, etc),\n HE#ESLEEAYY—ARID,\n
3 R & IHY —E AURL, \n DATA-EX1—HID(I2#t#))

'SEEEAM IUNT—RE)E—Y
return T—%3%fH\n (771)L(CSV, GeoISON, etc),\n HEHESLEEAYY—ARID,\n
3 R IHY —E AURL, \n DATA-EX1—HID(I2#t#))

ZHREMY -> ZEEXREEEIF++ . ZEEEZHZ\n (DATA-EX1—YID(ZHEH)
»\n DATA-EX1—HID(1R#F),\n ZEHFEIRDAID,\n XHEEHFEEHKA)Y—AID,\n
RS Y —E AURL, \n SREEF—HY)

ZHEEXEEHIF -> XEEH++ : ZEBEEZEH\n (DATA-EX1—YID(ZEH),\n
DA}JTA-EXJ-*J‘"ID(T%#E%‘),\n ZHEEIRDAID, \n XIEHFEILEZHYY—AID,\n BEELEF
XEEH -> EREHE . ZEERZRH

return : REEEZLHZSTTEL

return : REBEEZHZST T EA

'WebAppA\T—RZE)Z—Y
return 774JL\n (CSV, GeolSON, etc,\n XIEH{FILHFHAJY—ARID,\n KEEEHY—
EAURL)

'FRZEEAT IRV
return 774JL\n (CSV, GeolSON, etc,\n XIEH{EFHFHAJY—RID,\n KEEEHY—
EAURL)

deactivate ZEEXEETEIF
deactivate T—9Z4EHE

@enduml



